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From: Chase Fraud Alert <Chase@activityconfirmation. chase com>

Date: Sat, Feb 18, 2012 at 7:36 PM

Subject Urgent Chase C ion — Recent jon for account ending in 8676
To: srap.ananda@ gmail com

1f you are having trouble viewing this pleasa glick here. E-mail Security Information

CHASED

URGENT: Confirmatio

dehd L Last four digits of the account
Your Account Ending in 8676

number are provided.

Dear Srap ananda:
i ur commitment to help keep your account secure, we monitor it for possible
you to help us verify recent activity, but we
Addressed with the name of ing to verify whether the transaction below was
Il the account holder. ks Rapid Reward account ending in 8676 by you

Transaction for $508.38 at Gate Software Ltd was approved on or around 02/18/2012 in
Cambridge, United Kingdom,

If we've already spoken with you about the transaction, there's nothing you need to do
at this time. Otherwise, please click on one of the two statements below to tell us if you
or another Cardmember on your account recognize this transaction.

« The Transaction Authorized link indicates you or another Cardmember has
knowledge of this transaction.
« The Transaction Not Authorized link indicates you or another Cardmember
does not have knowledge of this transaction.
**If you are trying to cancel a transaction you have knowledge of, you must
contact the merchant directly.
Transaction Authorized  Transaction NOT Authorized

Legit domain name in the
URL.

it the information shared in this e-mail, please don't

'an reach us at (/5+800-876-48110 from the U.S. or Canada, and a fraud

E numbers listed below. We are always here to assist you.

nttps//activityc n‘nﬁvmninn.chaucoma‘p.’Chlse_Frmd_RTM.-‘PdeespnﬂseHash?seq:ﬂmﬁnmimmdﬂbd&ww:*
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Bank of America; Account CLOSED

email alert (email.alert@bankofamenca.com) Add contact

Poorly formatted HTML shows
that the sender is not
sophisticated.

pealerts.bankofamerica.com to your address book.

Bankof America %%”

Online Banking Alert

Typically emails from Banks
have the account holder's
name and some part of the

To! DEAR CUSTOMER
account number.

Account: CHECKING
Date: 12/09/2011

The most recent ALERTS for your account arg

Color coding s not common in

Please follow the link to download ALERT formal communication.

alerts. bankofamerica.com/customer/8239EPE]

Set up Alerts to be notified 5 days before your payment is due to help avoid late
payments. Sign in to Online Banking and select the Alerts tab to activate the
Credit Card Payment Due Alert.

Want to confirm this email is from Bank of America? Sign in to Online Banking and
go to Alerts. The Alerts History lists the Alerts sent to you in the past 60 days.
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2 MyUPS Notice: Your Account Access - Cyrillic {(Windows)
Fie Edt View Tools Message Hep
pn -\
¥ ¥ 4 5 X 0 0 O
Reply  Reply Al  Forward Print Delete £ N Addresses
From: UPS Technology Admirstration
Date: ‘Wednesday, November 10, 2010 5:20 AM
To: LPS Technology Adminéstration
Subject: MyUPS Notice: Your Account Access

You can use My UPS o ... My UPS Periadic Update

= Ship Onling Dear Customer,
Pic

+ Schedule a Pickup
% Dpen a UPS Accour

Valid URL is deceiving; most of the URLs in
this email are legit except one. So please
remember to check all of the links.

If you have forgotten your password, visit Eorgot User
W n LUPS com to resel it

Thank v fir chaasinn My LIP

hittps:{fwww.ups. comjmyups forgotpasswordiloc=en_LIS
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Disclaimers & endnotes

oy i

. Ponemon InstitutelZ & % “2016 Cost of Cyber Crime Study & the Risk of Business Innovation” & Y

https://ssl.www8.hp.com/ww/en/secure/pdf/4aab-8392enw.pdf

VerizonlZ & 42016 Data Breach Investigations Report” & Y http://www.verizonenterprise.com/verizon-
insights-lab/dbir/2016/

Ponemon InstitutelZ & % “The Challenge of Preventing Browser-Borne Malware” & Y
https://spikes.com/ponemon-report-browser-malware-infects-most-companies.html

KasperskylZ & % “Security Bulletin 2016” & Y https://securelist.com/analysis/kaspersky-security-
bulletin/76757/kaspersky-security-bulletin-2016-story-of-the-year/

HP EliteBook x360 G2ZR]IFIZA ™ > O— KA RBETT . www.hp.com/go/clientmanagement
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